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A new phase in technology-driven change and disruption is well underway, with 
the 4thIndustrial Revolution (4IR) promising dramatic advances in productivity, 

efficiency and growth for organisations and people around the world. Like the 
three industrial revolutions before it, 4IR will elevate business process automation 
– allowing us to do more, do it faster and do it more cost-effectively. 

And in keeping with the accelerating pace and growing scale at which each new 
subsequent industrial revolution has changed our world, 4IR will transform 
the terrain at a faster speed and in an even more profound way than did the 
computer age. Let’s take a step back and look at the earlier industrial revolutions 
to put 4IR in its proper context.

Industrial Revolution 1.0 started in the 1780s with the birth of the mass 
manufacturing industry. It used steam- and water-powered machines to 
mechanise production.  Electricity gave birth to the Second Industrial Revolution 
in the late 1800s, alongside innovations in rail, telegraphy and telephony. The 
third industrial revolution was the age of the transistor and microprocessor – the 
advent of the computer age.

But according to the World Economic Forum (WEF), the next industrial revolution, 
also called Industry 4.0, will be unlike anything humankind has experienced before 
in its scale, scope, and complexity. “When compared with previous industrial 
revolutions, the Fourth is evolving at an exponential rather than a linear pace. 
Moreover, it is disrupting almost every industry in every country,” says WEF. 

In this e-book, we’ll explore the technologies that are driving the Fourth Industrial 
Revolution, with a particular emphasis on the role of cloud as an enabler for 
Industry 4.0. We will also explore some of the technologies and solutions 
organisations should consider implementing to support their transition to a 4IR-
ready hybrid cloud infrastructure. 

The dawn of the Fourth 
Industrial Revolution 
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Converging 
technologies: 
the catalysts for 4IR 
  
 

4IR is the bridge 
between the second 
and third industrial 

revolutions, creating 
a link between 

computers and the 
machines in plants, 

warehouses, factories 
and other commercial 

and industrial 
environments. It 
sees the real and 

virtual worlds merge 
together – enabling 

cyber-physical 
systems to monitor 
physical processes, 
communicate with 

each other and 
human workers, and 

make automated 
decisions.

The revolution 
is catalysed by 

rapid advances in 
connectivity, hardware 
and software, allowing 

the physical and 
digital worlds to join 

up. Just some of 
the ways it benefits 
companies include 

improved efficiencies 
and quality, the ability 
to respond faster to 
a changing market 

(for example, supply 
chain disruptions or 
order changes), and 
capability to deliver 
more customised 

products. 

A range of emerging 
and maturing digital 

technologies are 
converging in the 

worlds of commerce 
and industry, enabling 

greater levels of 
business process 
automation. Just 

a few examples of 
these technologies 
include ‘Internet of 
Things’ (IoT), cloud 

computing, advanced 
robotics, intelligent 
software, artificial 

intelligence (AI), 3D 
printing, 5G networks, 

distributed ledgers, 
and virtual and 

augmented reality. 
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Let’s look at a few of these key technologies: 

 

Advanced robotics — The next generation 
of robots – which include autonomous 
vehicles – are not confined to working in static 
manufacturing lines or warehouses. They 
are able to move around the world, working 
autonomously and making smart decisions. 
What’s more, they are increasingly affordable 
and accessible to smaller companies. 

In the words of Accenture in its Technology 
Vision for 2020: “Advances in robotics, sensors, 
speech recognition and computer vision are 
combining with shrinking hardware costs to 
make robots accessible for companies and 
individuals that haven’t traditionally used 
them.” MarketsandMarkets forecasts that 
the smart robots market will grow from $4.9 
billion in 2018 to $14.3 billion by 2023.

The Internet of Things (IoT) and embedded 
systems -- Gartner forecasts that 25 billion 
connected things will be in use by 2021. This IoT isn’t 
just machine-to-machine (M2M) communication or 
telematics - which have existed in some form for 
years. Unlike the simple point-to-point connections 
of M2M applications, IoT weaves sensors and devices 
into an interconnected network.

This network of intelligent devices and machines can 
monitor themselves, as well as gather contextual 
information (temperature or GPS location, for 
example) using sensors, and share it with other 
devices and services. In many applications, the 
machines can make automated decisions without 
human intervention – for example, shutting down a 
production line if a machine is overheating. 
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AI and intelligent automation — Devices in the 
4IR world create a wealth of data that can be used 
to drive better strategic and operational decisions, 
but this data flows in at a faster speed and higher 
volume than any human being can process. 
Intelligent automation technologies such as AI and 
machine learning, – powered by the cloud – make it 
possible to ingest, clean, process, store and manage 
data at scale. They also enable organisations to use 
this data to drive automated business processes. 

Additive manufacturing (3D printing) — Additive 
manufacturing creates goods using computer aided 
design (CAD) or 3D object scanners. The product is 
built in layers, compared to traditional manufacturing 
that often requires machining or other techniques to 
remove surplus material. It is currently used mostly 
for prototyping, but as the tech matures, it can be 
expected to be more widely used for small production 
runs, making customised goods and manufacturing 
goods more accessible to the customer. 3D printers 
are still slow and cumbersome, but are expected to 
be disruptive in manufacturing in the years to come. 

5G — The next generation of cellular network 
technology delivers dramatic improvements in 
speed and latency over 4G/LTE. It will play a critical 
role in the intelligent networks of cars, robots, 
drones, wearable computers, sensors and more, 
that companies, governments and others will build 
to support the smart cities and workplaces of the 
future. These devices will be able to communicate 
and react in real time, bringing the full potential 
of the IoT to life. 5G, for example, could enable 
autonomous (self-driving) vehicles to communicate 
with each other, read live map and traffic data, and 
use video vision to safely navigate the roads. 



The rise of
the cloud 

  



10    Building a 4IR-ready enterprise

• Public cloud, in which cloud resources are hosted by a cloud service 
provider like Microsoft or Amazon, and shared between other cloud users 
or tenants. The advantages are lower costs and higher levels of scalability, 
while the drawbacks include lower levels of flexibility and corporate 
control.

• Private clouds, in which computing resources are reserved for exclusive 
use by one organisation. The actual infrastructure can be hosted in the 
organisation’s own data centre or with a cloud provider. It’s more expensive 
than using a public cloud, but offers more flexibility, control and security. 

In practice, most larger organisations will run ‘hybrid clouds’ to get the best 
of both worlds. They will use public cloud services where they can benefit 
from the economies of scale and private cloud services where they need 
higher levels of customisation or security. Managing the complexities of a 
hybrid cloud world will be one of the CIO’s most important challenges in 
the years to come. 

The rise of
the cloud 
  
 

Cloud computing is one of the most important enablers of 4IR, allowing people and 
companies to purchase IT services across the Internet (‘cloud’) in much the same way 
as they would purchase a utility service. It encompasses software-as-a-service (software 
applications), infrastructure-as-a-service (computing power or storage space) and 
platform-as-a-service (a platform on which developers can build and deploy applications). 

Without cloud computing, no organisation can roll out an effective digital transformation 
strategy. The cloud provides the raw horsepower, and the storage companies need to 
manage growing volumes of transactions and data. It also enables social collaboration 
and gives people and enterprises access to information wherever they need it. 

Cloud computing comes in two main variants: 
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What’s more, the cloud puts the latest technology at the 
company’s disposal, without it needing to do forklift 
upgrades of its infrastructure every three to five years. 
Another benefit comes from the way that the cloud makes 
cutting-edge technology accessible to smaller companies 
that don’t have the budget or in-house skills to keep up 
with bigger competitors. 

And because it’s their central competence, cloud providers can offer levels of 
redundancy and security that most companies cannot achieve themselves. 
Perhaps the most important benefit of the cloud, however, is that it gives 
companies of all sizes the ability to innovate and to get to market rapidly with 
new applications and services.  

The cloud computing business model enables organisations of all sizes to put 
in place a digital backbone that is more efficient, agile and scalable than the 
on-premises data centres of old.  In using ‘as-a-service’ cloud models for IT, 
companies can turn technology into an operating expense rather than a capital 
expense. 

They have the flexibility to ramp computing capacity up and taper it down in 
response to changing business needs, meaning they don’t need to sink money 
into resources they only need for peak periods and enabling them to easily add 
capacity as the business grows. They can also achieve significant cost savings 
through the economies of scale the cloud provider can offer.  

Benefits
Of the cloud 
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Market disruptors like Uber, Airbnb, or Amazon simply could not exist 
without the cloud. Take Netflix – it uses Amazon Web Services (AWS) to 
execute transactions across thousands of servers and terabytes of storage 
within minutes. Users can stream Netflix content from anywhere in the 
world including web, tablets and mobile devices. This would not be possible 
without the scalability of the cloud.

But companies in traditional industries, too, are benefitting from cloud 
infrastructure. Look at Piramal Glass, a global glass manufacturer 
which is using the cloud to transform manufacturing processes. 
It uses the cloud and IoT to optimise uptime and performance of 
essential equipment, such as furnaces, inspection machines and 
compressors.

The solution gives Piramal Glass anytime/anywhere access to 
real-time insights. Using Azure IoT Hub, the system acquires 
data from sensors on production lines in real-time to improve 
production. To date, the company has analysed over 1 billion 
data points from 4,000 sensors and equipment. It has seen 
2-3% improvement in production efficiency with a payback 
period of less than a year.



WHY THE CLOUD IS 
CRITICAL TO 4ir
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As such, cloud computing is to 4IR what steam and water 
were to the First Industrial Revolution and electricity to the 
second – it drives the engines of the digital age. It is also 
the connective tissue between business siloes like product 
development, manufacturing, production control, logistics, 
finance and after-sales— empowering enterprises with 
real-time insight across their supply chain.

The cloud will offer the unprecedented computing power, 
storage capacity and connectivity we will need to gather 
and analyse massive flows of real-time data from sensors, 
machines, robots, autonomous cars and the other smart 
machines we use extensively already, or which will become 
commonplace in the next few years. 

Why the cloud
is critical to 4ir 
 
An Oracle report titled Cloud: opening up the road to Industry 4.0 – 

which surveyed 1,200 technology decision-makers across Europe, 
Middle East and Africa in midsize and large companies – found that 
60% said an integrated cloud approach will unlock the potential of 
disruptive technologies, such as robotics and AI.
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This will enable companies to form 
exciting new ecosystems and value 
chains, partnering up with other 
organisations to rapidly respond to 
customer demands with increasingly 
personalised offerings. The flexibility of 
the cloud also reduces the risk of getting 
locked into technology that is not fit for 
purpose in a world where the pace of 
change is so fast. 

It is through the power of the cloud 
that organisations will be able to take 
automation of business processes to 
higher levels through use of AI and other 
intelligent automation tools. What’s 
more, the cloud enables people and 
enterprises across the supply chain to 
easily collaborate with each other. 

Here’s one example of how this could 
look into the not-too-distant future. A 
fashion brand called Ministry of Supply 
uses in-store body scanning and 3D 
printing to create sweaters mapped to 
an individual’s thermal profile in under 
90 minutes. It’s not hard to imagine a 
future when one could scan body data 
at home, upload it to a retailer, and 
receive a new set of tailored threads 
via same-day shipping. A fabric of 
connected cloud services, apps and 
infrastructure will make it happen. 



This software may leverage AI and 
machine learning algorithms to ingest, 
aggregate and synthesise data, as well 
as generate alerts and insights. As 
the tech gets smarter, machines will 
be able to make more maintenance 
decisions themselves without human 
intervention. This will increase 
uptime and performance, and reduce 
maintenance costs.  

Predictive maintenance is a more down-
to-earth example, already used in many 
plants and factories. A combination 
of cloud tech and IoT sensors enable 
an industrial asset to be predictively 
maintained. Sensors collect a range of 
data, which is sent to a data lake in the 
cloud for analysis. Predictive analytics 
software, also hosted in the cloud, is 
used to make sense of the data. 

. 



Building blocks
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The building blocks 
for 4IR    
 

4IR offers African organisations an opportunity to make step-change 
improvements to customer service, global competitiveness and 
productivity. But to accelerate the achievement of their digital goals and 
aspirations, they first need to put in place a platform for current and 
future innovation. Most are not yet operationally ready to deploy this 
sort of hybrid cloud environment.

Nebula has a proven track record in helping complex organisations to 
prepare for digital transformation and cloud enablement. We specialize 
in helping big enterprises to automate complex IT and telecoms tasks and 
to simplify management of heterogenous technology environments. Our 
cloud solutions facilitate a seamless transition to the cloud and smooth 
management of the technology backbone:organisation  modernise its 
IT environments and make a successful transition to the cloud.
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• Identity: Enterprises need a way to provide a consistent, 
centrally-managed cloud identity across applications for internal 
and external users alike. Nebula’s Surge Identity solution uses 
modern protocols such as OAuth2.0 and OpenID Connect to 
simplify identity management and application security across 
hybrid cloud deployments. Clients such as one of South Africa’s 
major oil and energy companies use this solution to provide 
optimised single sign-on (SSO) customer experiences and a single 
view of their cloud identity between business applications in a 
hybrid cloud environment,

• Cloud platform: Our Surge Cloud Platform is a Digitalisation-
as-a-Service cloud platform that helps IT to accelerate application 
development and cloud workload deployment in a hybrid cloud 
environment. It enables the deployment of decoupled, scalable 
applications and back-ends in the cloud with high availability and 
redundancy. A major retail group used Surge Cloud Platform to 
accelerate Azure platform-as-a-service cloud development in 
Azure. Our services enabled it to move out of the R&D phase and 
into a production-ready Azure environment.

• Technology Expense Management: Technology management 
continues to be manual and disjointed, meaning that organisations 
lack insights into their technology usage, spend or performance. The 
result is wastage caused by overbilling, redundant infrastructure, 
poor usage management in place, bad governance, lack of skill 
capacity and an inability to track and monitor spending. The 
Nebula OneView solution gives enterprises in-depth visibility of, 
and full control over, their telecoms and cloud usage, spend and 
service provider performance with live reporting and analytics. 

Taken together, these three pillars provide the operational 
tools and structures IT departments need to run a hybrid cloud 
environment. With this foundation in place, IT can lead innovation 
to meet the growing demands of business as well as evolving 
customer needs. Get in touch to learn how we can help your 

We believe that enterprises need three main components to migrate 
successfully to cloud-based business models: 
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To find out more about OneView™, please send an email to 
ContactUs@Nebula.co.za with “OneView” in the subject line, and a 
Nebula staff member will contact you. 

You can also visit any of these platforms for more information and 
latest company news.
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